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LepxasHe nidnpuemcmeo «Haykosuli yeHmp npeseHMmMuUBHOI MOKCUKOOoaii, Xap4yo8oi ma XiMiyHoOi be3neku
imeHi akademika J1.1.Medseds Minicmepcmea oxopoHu 300po8's YkpaiHu», m. Kuig, YkpaiHa

HOPMATHRHO-MPABOBE PETY/HOBAHHSA
NPOrPAMHOI0 3ABE3NEYEHHA MEAHYHHX
BHPOBIB Y 3AKOHOAABCTBI YKPAIHH TA €C

Pestome. Y cyyacHUxX ymosax po3gumky MeOudHUX mexHonoeili npoepamHe 3abesneqeHHs (13) cmae Hesid'emHoro cknado-
8010 MeQUYHUX 8UpPobie ma sidizpae 0OHY 3 KITHOBUX posiel y cydacHil meduyuHi. 13 crpusie hyHKUiOHY8aHHIO MEOUYHO20
obradHaHHsI, asmomamu3auii mpoyecie 0iacHOCMUKU, TTiKy8aHHS ma MOHIMOopUHey cmaHy 300p08's naujieHmis.

Mema. [NpoaHanisygamu cmaH HOPMamuUBHO-IPago8o20 peayrloeaHHsl MpoepaMHo20 3abesneyeHHs meduyHux eupobie e
Ykpaiti ma €C, eu3Hayumu Kro408i 8idMiHHOCMIi ma npobnemHi acnekmu y knacucpikauii npoepamMHo20 3abe3neqeHHs K
MeOuYHO20 8UPODY, @ MaKOX OKPECIUMU MOXIIUSI wisixu 800CKOHaNEHHs peaynsamopHux nioxodig Ons 3abe3neyeHHs: 6e3-
rne4yHocmi ma eghekmueHoOCcmi makux eupobie.

Mamepianu ma memodu. [posedeHo aHanmimuyHull 027150 HOpMamueHO-NPagosux akmie YkpaiHu ma €gpornelicbko2o
Coro3y, wo peaymooms 0bie MeQu4HUX 8upobig, 30Kkpema npoepamMHo20 3abesrneyeHHs, ke € iXHbOK Hegid’ eMHO CcKmado-
8010 abo € OKpeMuM MedUYHUM 8UPOBOM.

Pesynbmamu ma o6208opeHHs1. OcmaHHiM Yacom y cghepi ouiHKku 8idrnosidHocmi MeduYHUX 8upobie 3pocmae KinbKicms
sunadkis, Konu npozpamHe 3abesneyeHHs ([13) cmae Hegid'eMHo YacmuHo Medu4HUX 8upobie abo icHye sik camocmitiHul
meduyHul 8upib. 3akoHodascmeo YkpaiHu peayrnioe 8eedeHHs 8 0bie makux 8upobie 8idrnosidHo 0o 3akoHy YkpaiHu «[Tpo
MeXHIYHi peanameHmu ma ouiHKy gidnosioHocmi» ma lNocmarHoe KMY NeNe 753, 754, 755. [lpome, 8 mexHiYHOMy peanameH-
mi wodo meduyHux supobis (lMocmaHosa 753) 3anuwaemscs HegU3Ha4YeHICMb y Knacugbikayii pusukie dns camocmitiHozo I13,
wo ympyOHtoe ouiHKy sidnosidHocmi. €gponelicbkuli Pearnamenm (EU) 2017/745 ycyHys yacmuHy yux Hegu3HayeHocmed,
3anpoeadusLuu Ho8i MOHAMMS, 30KpemMa «CyMicHicmby», «83aeMoOdiliHicmby ma aumoau 00 [13, 8KMOYHO 3 lio2o be3nekorw ma
eionosioHicmto cyyacHum IT-cmaHdapmam. BusHayeHo yimki npaguna knacucbikayii 3 3a pieHem pu3suky (Mpasuno 11), wo
0o3eonse s8idHecmu io2o do knacig 8id | 0o Ill 3anexHo 8id ennusy Ha 300poe’s nauieHma. [Mpome 3anuwaemscs 8iOKpUMUM
umaHHs Wodo MOXIUB020 3a8uUuieHHs Knacy pusuky 0ns [13, wjo € camocmiliHum meduyHUM 8upobom. Lle nosicHoembcs
mpydHowamu wodo eusHa4eHHs1 ckrradHocmi Moxnueux Hacriokie. Ha Hawy dymKy, supilueHHsIM uiei npobrnemu cmaHe epa-
XyeaHHs ennusy 13 Ha pi3Hi cucmemu opeaHiamy, wo € binbw obrpyHmosaHuM nioxoo0om.

BucHoeku. PezyntosaHHs 13 sik MeduyHo20 8upoby 3HaqyHo po3suHyme Peanamenmom €C 2017/745. HeobxiOHo ydockoHa-
numu memodoroeito knacucpikauii puduky 0nsi camocmitiHoeo 13, abu yHuKHymu HesurpagdaHo20 3a8ULEHHS Kriacy Hebe3s-
reku ma 3MeHwumu cyb'ekmusHicms y npuliHIMmI piweHs. [NlepcnekmugHUM HanpsMKoM € npus'aska knacy pusuky 13 do
KOHKpemHux ¢hisionoaidHUX cucmem opeaaHismy, wo 0o38onums binbw 06'ekmugHO ouiH8amu pigeHb nomeHyitiHoi Hebesrne-
KU ma yHUKHymu 3alieo20 ycknaOHeHHsI rmpouedyp ouiHku gidnosidHocmi. Takum YuHoM, Oitoyul e YkpaiHi TP nompebye
doonpaurosaHHsi, O0CKOHANEHHS | 2apMOHi3ayji 32i0HO 3 YUHHUMU MixkHapOOHUMU ridxodamu.

Knrovoei cnoea: meduyHi 8upobu, npospamHe 3abesnedeHHs, mexHiqHul peanameHm.

O. Kharchenko, N. Butylska, L. Ivanova, O. Prokopenko, S. Snoz
“L.I Medved’s Research Center of Preventive Toxicology, Food and Chemical Safety, Ministry of Health,
Ukraine” (State Enterprise), Kyiv, Ukraine

REGULATORY AND LEGAL REGULATION OF SOFTWARE OF MEDICAL
DEVICES IN THE LEGISLATION OF UKRAINE AND THE EU

Abstract. In modern conditions of development of medical technologies, soffware becomes an integral part of medical devices
and plays one of the key roles in modern medicine. Software provides the functioning of medical equipment, contributes to the
automation of the processes of diagnostics, treatment and monitoring of patients' health.

Aim. To analyze the regulatory and legal regulation of medical device software in Ukraine and the EU, to identify key differ-
ences and problematic aspects in the classification of software as a medical device, and to outline possible ways to improve
regulatory approaches to ensure the safety and effectiveness of such products.
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Materials and Methods. An analytical review of the regulatory and legal acts of Ukraine and the European Union regulating
the circulation of medical devices, in particular software that is their integral part or an independent medical device, was con-
ducted.

Results and Discussion. In recent years, in the field of conformity assessment of medical devices, the number of cases when
software becomes an integral part of medical devices or exists as a stand-alone medical device has been increasing. Ukrainian
legislation regulates the introduction of such products into circulation in accordance with the Law of Ukraine "On Technical
Regulations and Conformity Assessment" and Resolutions of the Cabinet of Ministers No. 753, 754, 755. However, in the tech-
nical regulation on medical devices (Resolution No. 753) remains uncertainty in the classification of risks for software as a
stand-alone medical device, which creates difficulties in conformity assessing. The European Regulation (EU) 2017/745 has
eliminated some of these uncertainties by introducing new concepts such as “compatibility”, “interoperability” and requirements
for software, including its security and compliance with modern IT standards. Clear rules for classifying software by risk level
have been defined (Rule 11), which allows it to be assigned to classes from I to Il depending on the impact on the patient’s
health. However, the question of a possible overestimation of the risk class for software in its own right remains open due to
difficulties in determining the severity of possible consequences. The solution may be an approach that takes into account the
impact of the software on various systems of the body, which is, in our opinion, more reasonable.

Conclusions. The regulation of software as a medical device has been significantly improved in the EU Regulation 2017/745.
It is necessary to improve the risk classification methodology for software in its own right in order to avoid unjustified overesti-
mation of the risk class and reduce subjectivity in decision-making. A promising direction is to link the risk class of software to
specific physiological systems of the body, which will allow a more objective assessment of the level of potential danger and
avoid unnecessary complication of conformity assessment procedures. Thus, the TR currently in force in Ukraine needs to be

revised, improved and harmonized in accordance with existing international approaches.

Keywords: medical devices, software, technical regulations

Betyn. Y cyqacHux ymoBax po3BUTKY MEANYHUX TEX-
HoJoril NporpamHe 3abe3neyeHns ([13) ctae HeBig'em-
HOM CKIlaoBOK MeanyHux BupobiB (MB) Ta Bigirpae
OAHY 3 KITYOBMX poOfeit y cyyacHin meguuuhi. M3
rapaHTye (YHKUiIOHYBaHHS MEAWYHOro obnagHaHHS,
cnpusie aBTomaTu3aauii NpoLecis AiarHOCTWKK, MiKyBaH-
HA Ta MOHITOPWHIY CTaHy 340pOB'S NaljieHTiB, Hagae
MOXITMBICTb MPaLoBaTH 3 BENVKMMW MacvBamm AaHuX,
3HAYHO CKOPOYYHOUM 5K Yac, HeODXiOHWMA ANs NPUNRHAT-
TS pilleHb B YPreHTHUX CUTYaLisix, Tak i 06CsAr BUCOKOK-
BanichikoBaHoi npaLi, HeoOXigHWIA ANst OnpaLOBaHHS
HaKOMUYeHOoro JocBiay.

[poTAroM OCTaHHIX POKiB y ranysi OuiHKW BiAMNoBIA-
HocTi MB pgepani yacTilwe noctatoTb HOBI 3aBOaHHS,
MOB’si3aHi 3 TUM, IO NpoLeaypy OLiHKM BignoBiAHOCTI
npoxogsate MB, (yHKLiIOHYBaHHA SKUX BKMOYae $K
HeobXigHy cknagoBy nporpamHe 3abesneveHHs, a
Takox I3, wo € camocTinHum MB.

MeTa. lNpoaHanisyBati cTaH HOPMaTVBHO-MPaBOBO-
o peryrnoBaHHs NporpamMHoro 3abesneyeHHst meguny-
HUX BMpOOIB B YKkpaiHi Ta €C, BU3HAUNTW KMOYOBI Bid-
MiHHOCTI Ta npobnemHi acnekTy y knacudikadii npo-
rpaMHoro 3abesneyeHHss ik MedM4HOro BUPOOY, a
TaKOX OKPECHUTW MOXMMBI LASXW BAOCKOHANEHHS
PerynaTopHuX niaxoaiB Ans 3abesneveHHs 6e3neyHo-
CTi Ta ePEKTUBHOCTI TaKkMX BMPODIB.

Marepianu Ta mMetogu. [NpoBedeHO aHanNTUYHUI
ornag HOpMaTMBHO-MPABOBMX aKTiB  YKpaiHu Ta
€sponeicbkoro Cotay, L0 peryntoTb 00ir MegUYHMX
BUPOOGIB, 30KpemMa NporpamMHoro 3abesneyveHHsl, ke €
iXHbOK HEeBid'€MHOK CKNadoBoW abo € OKpeMuMm
MeaNYHUM BUPOBOM.

PesynkTaTn Ta 06roBopeHHA. Hapasi BBeeHHs 4o
o0biry Ta 6e3nocepenHbo 06ir MB B YkpaiHi pery-
noeTbes 3akoHOM YkpaiHn «[1po TEXHIYHI pernameHTy
Ta ouiHKy BignosigHocTi» Big 15.01.2015 poky Ne 124-
VIIl [1], a Takox [MoctaHoBamn KabiHeTy MiHicTpiB

Introduction. In the modern context development of
medical technologies, software is becoming an integral
part of medical devices and plays one of the key roles
in modern medicine. The software guarantees the
functioning of medical devices (MD), helps automate
the processes of diagnosis, treatment and monitoring
of patients’ health, provides an opportunity to work with
large amounts of data, significantly reducing both the
time required for decision-making in urgent situations
and the amount of highly qualified work required to
process the accumulated experience.

In recent years, in the field of conformity assessment
of medical devices, new tasks are increasingly emerg-
ing due to the fact that the conformity assessment pro-
cedure is passed by medical devices, the functioning of
which includes software as a necessary component, as
well as software that is an independent medical device.

Aim. To analyze the regulatory and legal regulation
of medical device software in Ukraine and the EU, to
identify key differences and problematic aspects in the
classification of software as a medical device, and to
outline possible ways to improve regulatory approach-
es to ensure the safety and effectiveness of such prod-
ucts.

Materials and Methods. An analytical review of the
regulatory and legal acts of Ukraine and the European
Union regulating the circulation of medical devices, in
particular software that is their integral part or an inde-
pendent medical device, was conducted.

Results and Discussion. Currently, the introduction
into circulation and direct circulation of MDs in Ukraine
is regulated by the law of Ukraine “On Technical
Regulations and Conformity Assessment” dated
15.01.2015 No. 124-VIlI [1], as well as resolutions of
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Ykpainu Big 02.10.2013 poky Ne 753 «[po 3aTtBepa-
XEeHHS1 TeXHIYHOro pernameHTy LoA0 MegUYHUX BUPO-
6ie» (Dani — TP) [2], Ne 754 «[po 3aTBepaeHHs
TexHiYHOro pernameHTy LWoAo MeanyHMX BUpobiB Ans
diarHoctukm in vitro» [3], Ne 755 «[po 3aTBepaKeHHS!
TexHiYHOro pernmameHTy LIOAO aKTUBHUX MEAUYHUX
BMPOGIB, AKi iIMMNaHTyOTby [4].

TP pae Take BM3Ha4eHHs MB: «megnuyHuin Bupi6 —
Oyab-sKuA IHCTPYMEHT, anapar, npunag, NpucTpii, Npo-
rpamHe 3abe3neyeHHsi, matepian abo iHwuiA BUPIO, LLO
3aCTOCOBYHOTLCA SK OKPEeMO, TaK i B MOEAHaHHI MiX
coboto (BKMtoYatoum nporpaMHe 3abeaneveHHs, nepea-
OayeHe BMPOOHMKOM AN1S 3aCTOCYBaHHS CrieuiasibHO
ANs OiarHoCTMYHUX Ta/abo TepaneBTUYHMX Linen Ta
HeoOXigHe Ans HanexHoro (yHKLUIOHYBaHHS MEAWNYHO-
ro Bupoby), npu3HayeHi BUPOGHNKOM Ast 3aCTOCYBaH-
HA 3 MEeTOK 3abe3neyeHHs diarHoCTUKK, NpodinakTu-
K1, MOHITOPUHIY, NiKyBaHHsA abo noneriueHHs nepebiry
XBOPOOW nauieHTa B pasi 3aXBOPHOBaHHSI, OiarHOCTUMKY,
MOHITOPWHTY, MiKyBaHHS, MOMErIeHHsI CTaHy nauieHTa
B pasi TpaBM¥ 4u iHBanigHoCTi abo ix komneHcauii,
JAOCMiIKEHHS, 3aMiHW, BUAO3MIHIOBaHHA abo migTpu-
MYBaHHS aHaTOMii YK (i3ionoriYHOro NPoLecy, KOHTPO-
M0 NpoLiecy 3annigHeHHs! Ta OCHOBHa nepenbavyBaHa
[is SKMX B opraHiami abo Ha opraHiam NayHN He Jocs-
raeTbCs 3a 4ONOMOrol0 hapMakonoriyHunx, iMyHonoriy-
HUX abo meTaboniyHmx 3acobiB, ane yHKLiIOHYBaHHO
AKWX Taki 3acobu MoxyTb cnpusatuy [2]. Y n.28 posginy
2 popatka 1 go TP 3a3HadveHo, wwo 13 moxe icHyBaTy
Ak okpemuii MB: «AKLLO MeaunyHi BUpobu MicTATb npo-
rpamHe 3abe3neyeHHs abo cami € MeguyHUM Nporpam-
HUM 3abe3neyveHHsIM, NporpaMHe 3abe3neyeHHst Taknx
BUPOGIB po3pobnseTbCS BiAMOBIAHO [0 MOTOYHOMO
PiBHS 3HaHb 3 ypaxyBaHHAM MPUHLMMIB LMKIYy po3pob-
K1, YNpaBfiHHA pu3nkamu, Banigauii Ta nepesipkuy.
Takox, y n 1. gogatky 2 go TP nosHaveHo, Lo camo-
cTiHe M3 BBaxaeTbcsl akTMBHUM MB [2].

OpHak, y po3gini «Bumorn fo 3acTocyBaHHSs KpuTe-
piiB knacudikauii» y n.5 € eguHe 3ragysaHHs npo 13,
ske CTOCYETbCA  BM3HAYEHHS  Krmacy  puanKy:
«[MporpaMHe 3abe3neyveHHs, WO Kepye poboToro
mMeauyHoro Bupoby abo BnnMBae Ha BUKOPWUCTAHHS
mMeZuyHoro BupoOy, BiZHOCUTBCS [0 TOMO Camoro
Knacy, Wwo i uen meguyHuii Bupio» [2]. Mpu ubomy Bia-
CyTHe Oyab-ske BU3HAuYeHHs knacy puauky ans I3,
Ake € camocTinHum MB. Tomy, SiKWo, Hanpuknag, ans
PEHTrEHIBCbKOrO anaparty cynytHe [13 6e3cymMHiBHO
Oyne matm 116 knac pusuky, a ons anaparty Y3[ - lla,
K i cami Ui anapaTtu, TO BU3Ha4YeHHs knacy puauky 113,
wo BrnacHe € MB, mae BiabyBaTuCb «3a BHYTPILLHIM
MepeKoHaHHAMY» po3pobHMKa Ta OpraHy 3 OLiHKW Bia-
MOBIAHOCTI, Wo 6yae ouiHoBaTK faHe M3 SK aKTUBHUN
MB 3 ypaxyBaHHAM KpuTepiiB knacudikadii, o cro-
CcytoTbCs came akTuBHKX MB, a He I3 sk Takoro.

L5 HeBM3HaYeHICTb BperynboBaHa y PernameHTi Ne
2017/745 Big 5 kBiTHA 2017 poky Npo Meau4Hi BUpoby,
BHeCEeHHs 3MiH go [HAupektuen 2001/83/€C,
Pernamenty (EC) Ne 178/2002 i Pernamenty (EC)

the Cabinet of Ministers of Ukraine dated 02.10.2013
No. 753 “On Approval of Technical Regulations for
Medical Devices” (hereinafter — TR) [2], No. 754 “On
Approval of Technical Regulations for Medical Devices
for In vitro Diagnostics” [3], No. 755 “On Approval of
Technical Regulations for Active Medical Devices
Which Are Implanted” [4].

TR gives the following definition of MD: “medical
device — any instrument, apparatus, gadget, appliance,
software, material or other product used either alone or
in combination with each other (including software pro-
vided by the manufacturer for use specifically for diag-
nostic and / or therapeutic purposes and necessary for
the proper functioning of a medical device) intended by
the manufacturer for use in order to provide diagnosis,
prevention, monitoring, treatment or relief of the
patient’s condition in case of illness, injury, disability or
their compensation, research, replacement, modifica-
tion, maintenance of the anatomy or physiological
process, control of the fertilization process and the
main intended effect of which inside the human body or
on the body is not achieved by pharmacological,
immunological or metabolic means, but the functioning
of which such means can contribute” [2]. Paragraph 28
of section 2 of appendix 1 to the TR states that soft-
ware can exist as a separate MD: “If medical devices
contain software or are themselves medical software,
the software of such products is developed in accor-
dance with the current level of knowledge, taking into
account the principles of the development cycle, risk
management, validation and verification.” Also, in para-
graph 1 of appendix 2 to the TR it is indicated that inde-
pendent software is considered active MD [2].

However, in the section “Requirements for the appli-
cation of classification criteria” in paragraph 5, there is
only a mention of software that relates to the definition
of a risk class: “Software that controls the operation of
a medical device or affects the use of a medical device
belongs to the same class as this medical device” [2].
At the same time, there is no definition of the risk class
for software that is an independent MD. Therefore, if,
for example, for an x-ray machine, the accompanying
software will undoubtedly have a risk class lIb, and for
an ultrasound machine — lla, as well as these devices
themselves, then the determination of the software risk
class, which is actually MD, should occur “according to
the internal conviction” of the developer and the confor-
mity assessment body, which will evaluate this soft-
ware as active MD, taking into account the classifica-
tion criteria that relate specifically to active MD, and not
software as such.

This uncertainty is settled in Regulation No.
20171745 of 5 April 2017 on medical devices, amend-
ing directive 2001/83/EC, Regulation (EU) No.
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Ne 1223/2009 Ta ckacyBaHHA [JupekTMB Pagm

90/385/€EC i 93/42/€EC (pani — PernameHT Ne 745)

[5]. Y PernameHTi Ne 745 HaBegeHO nopanbLunid po3-

BMTOK NpWHUMNIB, WO BWKNadeHi B [upekTusi

93/42/€EC (y noganbwomMy — [JupekTuBa), Ha OCHOBI

Kol Oyno po3pobneHo HuHi Aitounin B YkpaiHi TP [6].

Ak i B dupektusi, Tak i B PernameHTi Ne 745 HaBege-
HO BW3Ha4eHHs MB, skum moxe Bytu i M3, a Takox
3a3HayeHo, Wo «[llporpamHe 3abe3neyeHHst TaKox
BBaXalTb aKTWBHUM BMpobOoM». OaHak BBeOEHi HOBI
MOHATTS CTOCOBHO [13, 30kpema «CyMmiCHiCTbY, TOOTO
3AaTHiCTb BUpOBY, B TOMY YMCHi NporpamHoro 3abesne-
YEHHSs!, NpY BUKOPWCTaHHI pa3oM 3 ogHUM abo GinbLue
B1po6amm 3rigHO 3 LiNIbOBUM NPU3HAYEHHAM (PYHKLiiO-
HyBaTV 0e3 BTpaTh YM MOTipLUEHHS 34ATHOCTI Npalto-
BaTU 3a LiNbOBUM NpU3Ha4YeHHsM, Ta/abo iHTerpyBaTu-
csl Ta/abo npautoBaTn 6e3 HeobxigHOCTI B MoaudikaLyii
yu aganTauii Oyab-aKoi YacTUHU NOEAHAHMX BMPODIB,
Ta/abo BuKOpuCTOBYBaTUCA pa3oM 6e3 KoHNiKTiB/
3aBag abo nobiYHMX peakuin, a TakoX «B3aEMOLiN-
HiCTb» (O3Ha4ae 3paTHicTb ABOX abo binblie BUpobIB,
y TOMY Y/CHi MpOrpamHoro 3abe3nevyeHHsi, OZHOro
BUPOOHMKA Y Pi3HUX BUMPOOHUKIB 3ailiCHIOBAT OOMIH
iHbopmalLlieto Ta BUKOPUCTOBYBATU Ti ANs NPaBUibHOMO
BUKOHAHHSA BU3HAYeHOI (yHKLUii 6e3 3MiHM 3micTy
[iaHux, Ta/abo KOMyHikyBaTV OOWH 3 O4HUM, NpaLoBa-
TV pa3oM 3a LiNboBMM MpusHayveHHsm), «[porpamo-
BaHi eNeKTPOHHI cuctemu» (BUPOOKM, LIO BKMKOYAKOTb
nporpaMoBaHi enekTPOHHI CUCTeMK Ta NporpamHe
3abe3neyeHHs, ske i € BUpobom) Ta chopMynbOBaHi
BMMOTM [0 iX pO3p0OKM Ta NMPOEKTYBaHHS, e BKIIYe-
HO Taki BUMOru: 3abe3nedeHHst cTabinbHOCTI, HafiiHO-
CTi Ta e(PeKTUBHOCTI, BIANOBIGHOCTI Cy4aCHOMY PiBHIO
HaYKOBO-TEXHIYHOTO PO3BUTKY, BiAMOBIAHOCTI MOGInb-
Hil nnatdopmi, Ha KM BOHO BCTAHOBMKETLCS, a
TakoX 3aXMCT Bif HeCaHKLiOHOBaHOrO Aoctyny abwu
306eperTi KOH(IAEHUINHICTb Ta 3abe3neunTy ageksar-
He (OyHKLiOHyBaHHS [5].

B iHCcTpykuii wopo 3actocyBaHHs MB mae 6GyTu
iHbopmalLis, sika J03BONSE NEPEBIPUTH, UM NIOX0aNTb
BUPIO ONS BWMKOPWUCTAHHS B [AHOMY KOHKPETHOMY
BUNaaKy, obpaTu BignosigHe nporpamHe 3abe3neveH-
Hs 1 akcecyapu. Kpim Toro, ansi BupobiB, WO BKMHO-
YalTb NPOrpamoBaHi ENeKTPOHHI CUCTEMU, B TOMY
yucni M3, abo M3, gke € MB, matoTb ByTu BU3HAYEHI
MiHiManbHi BMMOTM 00 anapaTHOro 3abesneyveHHs,
xapaktepuctvk IT-mepex Ta 3axogiB IT-6esneku, y
TOMY YKCIi 3aXMCTY Bif, HECAHKLOHOBAHOMO AOCTYNY.

Y BUMOrax Ao TEXHIYHOT JOKyMeHTauii (Hagani — T),
CTOCOBHO [13 3a3HayeHO HaCTyMHe:

— Yy 3aranbHOMy OMnMCi Mae MiCTUTUCH OMKC KITOHOBUX
(hyHKUiOHANbHMX enemMeHTiB BMpoby, B TOMY YMCHi
Mns.

— Yy po3gini CTOCOBHO [OKMIHIYHUX Ta KMiHIYHWMX
JocnimKeHb — AaHi Woao Bepudikauii Ta Banigauii
M3, L0 BKMOYAKOTE OMKC NPOLECIB NPOEKTYBAHHS i
po3pobku 3, niaTBepmKeHHs Banigadii M3, Buko-
PUCTaHOrO B rOTOBOMY BUPODi.

178/2002 and Regulation (EU) No. 1223/2009 and
repealing Council directives 90/385/EEU and
93/42/EEU (hereinafter referred to as Regulation No.
745) [5]. Regulation No. 745 provides a further devel-
opment of the principles set out in Directive 93/42/EEU
(hereinafter referred to as the Directive), on the basis
of which the current TR in Ukraine was developed [6].

Both the Directive and Regulation No. 745 define
MD, which can also be software, and also indicate that
“software is also considered an active product.”
However, new concepts have been introduced in rela-
tion to software, in particular “compatibility”, that is, the
ability of a product, including software, when used
together with one or more products for their intended
purpose to function without loss or deterioration of the
ability to work for their intended purpose, and/or inte-
grate and/or work without the need to modify or adapt
any part of the combined products, and/or be used
together without conflicts/interference or adverse reac-
tions, as well as “interoperability” (means the ability of
two or more products, including software, exchange
information and use it for the correct performance of a
certain function without changing the content of data,
and/or communicate with each other, work together for
their intended purpose), “programmable electronic sys-
tems” (products that include programmable electronic
systems and software, which is a product) and formu-
lated requirements for their development and design,
which includes the following requirements: ensuring
stability, reliability and efficiency, compliance with the
modern level of scientific and technical development,
compliance with the mobile platform, on which it is
installed, as well as protection against unauthorized
access in order to preserve confidentiality and ensure
adequate functioning [5].

The instructions for using MD should contain infor-
mation that allows you to check whether the product is
suitable for use in this particular case, select the appro-
priate software and accessories. In addition, for prod-
ucts that include programmable electronic systems,
including software, or software that is MV, minimum
requirements for hardware, characteristics of IT net-
works and IT security measures, including protection
against unauthorized access, must be defined.

The requirements for the technical documentation
(hereinafter referred to as TD) for the software indicate
the following:

— the general description should contain a description
of the key functional elements of the product,
including software;

— in the section on preclinical and clinical studies —
data on software verification and validation, includ-
ing a description of the software design and devel-
opment processes, validation confirmation of the
software used in the finished product.
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[Ona rapaHTii ineHTMdikauii Ta npoctexysaHocTi 13
noBuHHO ByTu BBEAeHo Ao cuctemmn UDI, wo Bigobpa-
xaetbes y UDI-PI Bupo6y. UDI noBuHeH npuceotoBaTy-
€Sl Ha cUcTEMHOMY piBHi M3, WO NOWMPIOETLCA Nuwe
Ha 3, HasiBHe y npogaxy okpemo, Ta 13, sike € Bupo-
oom. lpeHTudpikauinHi gani M3 noBWHHI BBaxaTucs
MexaHi3MOM KOHTPOM0 BUpoBbHMLTBa Ta ByTu Binobpa-
xeHi B UDI-PI [5].

Y BuMMOrax A0 HOTU(IKOBAHUX OpraHiB MpPOMUCaHi,
cepeq iHWKX, BUMOrM LLOAO KOMMNETEHLiT nepcoHany,
LLO 3aryyeHwnii 4o NpoLieaypy OLiHKKM BignosigHocTi M3.

YCyHeHHs1 HeBM3HAYeHOCTi 3 knacudikauieto M3, wo
aBnsie coboto MB, a TakoX HEOOXIOHICTb KOHKpPETU3y-
BaTW kpuTepii knacudikauii M3, wo BxoanTb A0 Npo-
rpamHo-anapaTHUX KOMMMEKCiB, NpWU3Beno OO CTBO-
PeHHs1 okpemoro npaswuna (mpaswuno 11 rmasm I
Dopatky VIII «[MpaBuna knacudikauii» PernameHTty
Ne 745). 3rigHo 3 UM npaswuiom, N3 moxe OyTu BigHe-
CEHO, 3amnexHo Big nepenbaqyeHoro 3acTocyBaHHs, [0
BCbOro crekTpa knacis Hebeanekw Big | oo [l BkirouHo.
Tak, N3, npuaHayeHi Ans iHopmallii Woao NPURHATTS
pilleHb 3 AiarHOCTMYHOK YK TepaneBTUYHOK METOH,
BiJHOCATb [0 Knacy lla 3 TakuMu BUKITOYEHHAMU:

— PpILEHHS, WO MOXYTb CMPUYUHWUTU CMepTb abo
HE3BOPOTHE MOTIpPLUEHHS CTaHy 340POB’s NaLieHTa —
Take M3 BigHoCKTLCA Jo Knacy llI;

— PILLEHHS, WO MOXYTb CMPUYMHUTW CEpPIo3He (ane
3BOPOTHE) NOTIPLLEHHS CTaHy 300poB’st abo npuase-
CTU [0 HeoDXigHOCTi OnepaTWBHOIO BTPYYaHHS —
Take I3 BigHeceHe o knacy II6.

M3, npuaHadyeHe ANs MOHITOPWHIY Di3ioNoriYHMX
npoLecis, BifHeceHe Tex 4o knacy lla, kpim Bunaakis,
KOMK Lie MOHITOPUHT XWUTTEBO BaXKIMBUX i3iONOMYHUX
MoKasHWKIB, BapiaLlii SKMX MOXyTb CTBOptoBaTH 6e3no-
cepenHio Hebe3neky ans nauieHta — Take M3 — go
knacy lIb. Yci 13, wo He nignanwu nig HasBaHi kateropii,
BigHOCATb A0 knacy | [9]. Lle BU3Ha4YeHHS po3ropHyTo 3
ypaxyBaHHSIM  pU3MK-OPIEHTOBAHOrO  Mmigxogy B
KepiBHomy pokymeHti MDCG 2019-11, ZoKymeHTi
IMDRF (International Medical Device Regulators
Forum) «[lporpamHe 3abe3nevyeHHss SK Megu4HWUR
NPUCTPIN»: MOXIIMBA OCHOBA 415 KaTeropusavii puau-
Ky Ta BignoBigHi MipKyBaHHSA Ta B KepiBHMUTBI FDA
«[MporpamHe 3abe3ne4eHHs] K MeauYHWA NPUCTPIl
(SAMD): KepiBHAUTBO 3 KNiHIYHOT OLiHKW» [8, 9, 14].

Ta o6cTaBuHa, L0 YCYHYTO HEBU3HAYEHICTD 3 Knacw-
cikaieto N3, sakum BnacHe i € MB — 3HauHWI KpoK yne-
ped, OCKINbKN HAasiBHICTb CTanux Kputepiie knacudika-
Uil Hagae 3MOory 3MEHLIMTU eNleMEHT HeBW3HAYeHOCTi
MpW BCTAHOBMEHHI KMacy pu3uky Ta obpaHHs cxemu Ta
obcAry ouiHku BignosigHocTi. OaHak, BBaXaemo, Lo
€reMEHT HEBMU3HAYEHOCTI B fJAHOMY BUNAAKY HE YCYHY-
TUI OCTaTOYHO, afpke B MeOWYHIV NpakTuLi, HaBiTb Ha
OCHOBI PW3MK-OPIEHTOBAHOrO NiAXO4Y, He 3aBXau €
MOXITMBICTb OZHO3HAYHO BU3HAYUTU CTYMiHb CEPNO3-
HOCTi MOXIIMBUX HacCRigKiB TOTO YW iHLIOTO PILLIEHHS,
sIke NMPUAMAETbCS Ha OCHOBI BMKopWCTaHHS [13, wo
BIacHe i € MeanyHM BUPOBOM.

To ensure identification and traceability, the software
must be put into the UDI system displayed in the prod-
uct UDI-PI. UDI should be assigned at the system level
to software that applies only to software that is com-
mercially available separately and software that is a
product. Software identification data should be consid-
ered a production control mechanism and reflected in
UDI-PI [5].

The requirements for notified bodies contain, among
other things, requirements for the competence of per-
sonnel involved in the software conformity assessment
procedure.

The elimination of uncertainty with the classification
of software, which is an MD, as well as the need to
specify the classification criteria for software included
in software and hardware complexes, led to the cre-
ation of a separate rule (rule 11 of chapter Il of appen-
dix VIII “classification rules” of Regulation No. 745).
According to this rule, software can be assigned,
depending on the intended application, to the entire
range of hazard classes from | and to Ill inclusive.
Thus, software intended for information on decision-
making for diagnostic or therapeutic purposes, is clas-
sified as class Ila with the following exceptions:

— decisions that may lead to death or irreversible dete-
rioration of the patient’s health — such software
belongs to class llI;

— decisions that may lead to serious (but reversible)
deterioration of health or lead to the need for surgi-
cal intervention — such software is classified as
class llb.

Software intended for monitoring physiological
processes is also classified as class lla, except when
it is monitoring vital physiological indicators, variations
of which can create an immediate danger to the
patient — such software is classified as class llb. All
software that does not fall under these categories is
classified as class | [5]. This definition is expanded
with a risk-based approach in the MDCG 2019-11
guidance document, the IMDRF (International Medical
Device Regulators Forum) document “Software as a
medical device”: a possible basis for risk categoriza-
tion and related considerations, and in the FDA guide
“Software as a medical device (SAMD): A guide to clin-
ical evaluation” [8, 9, 14].

The fact that the uncertainty with the classification of
software, which is actually MD, is eliminated is a signif-
icant step forward, since the presence of stable classi-
fication criteria allows you to reduce the element of
uncertainty when determining the risk class and choos-
ing the scheme and scope of conformity assessment.
However, we believe that the element of uncertainty in
this case is not completely eliminated, because in med-
ical practice, even on the basis of a risk-based
approach, it is not always possible to unambiguously
determine the severity degree of possible conse-
quences about a particular decision made on the basis
of using software, which is actually a medical device.
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FAKLLIO BMKOPWUCTOBYBATW arpaBaLinHii nigxig, Wwo €
3BUYHUM Y BU3HAYEHHI PU3MKIB Y MEeOWYHIN npakTuLi,
TO Mae BigbyTuCS 3HAYHe 3aBWLLEHHS Kracy pU3uKy,
sike Moxe OyTW He 3aBXau BUNpaegaHuM. Hanpuknag,
BTpaTa YacTWHM AaHuX, abo iXHs 3aMiHa Ha AaHi iHWoi
NIOAVHN B €NEKTPOHHIN MeauyHin KapToTewi LifkoMm
00’EKTVBHO MOXe MpWU3BECTV OO0 NaHuora nodin, siki
3aKkiHYaTbCs neTanbHUM BUNaAKOM,

Buxogsum 3 uux mipkyBaHb, NnpakTuyHo yce M3, wo e
camocTinHuM MB i He knacuikyeTbCs y 3B'A3Li 3 SKu-
MOCb anapaTHUM KOMMEKCOM, MOXe OyTn BigHeceHe
[0 HamBMLIOro knacy Hebesnekw, Lo, BiporigHO, He €
npasunbHUM. TOMY Ha Hally OyMKy, knacudikauis 3a
knacamu puauky M3, WwWo e megnyHumM Brpobom, Hase-
feHa y PernameHTi Ne 745, Bumarae goonpawtoBaHHS.

BucHoBKu. epCnekTMBHUM HanpPsIMKOM pPO3pOo0OKK
knacudikauii 4ns M3 sk MB € noBs3aHHs knacy pvau-
Ky 3 OKpeMuMM cucTeMaMy OpraHiamy (Hampuknag,
LIEHTPanbHOK CepLEBO-CYANHHO, LIEHTPaNbHOK Hep-
BOBOK abo penpodyKTUBHOK) 3a MPUHLMMOM Krnacudi-
kauii gna iHwux MB, ge Takuin KOHTaKT (B HaLioMy
BUNAAKY B SIKOCTi KOHTaKTy BMCTynae puauk, obymoB-
NEHUI BNANBOM PpilleHb, WO NpUMMaloTbCcs Med. nep-
COHarnoMm, Ha came Ui CMCTeMW) aBTOMATUYHO MiaBM-
wye knac MB. Lle nossonuno 6 ameHwuty cyb'ekTus-
HICTb Y MPUAHATTI pilleHb, TOYHile BW3HA4yaTW Knac
puauKy I3, yHuKatoum 3aiiBOro ycknagHeHHs npoueayp
OLJiHKM BiMOBIOHOCTI.

Takum 4uHOM, Aitoumin B YkpaiHi TP notpebye
[oonpaLoBaHHs, BAOCKOHANEHHS Ta rapMoHisauil
3rigHO 3  YMHHUMK  MiXKHaAPOAHMMW nigxodamu.
MepcnekTMBHUM € noganblue yOOCKOHAamNeHHs Knacu-
cikauii M3, wo e okpemum MB. Lle HaBepeHo y
Pernamenti Ne 745 i 3anexwuTb Bif NOTEHUNHNX puan-
KiB, NOB'S13aHUX i3 MOXITMBMMMU HECNPUATINBUMMU
edekTamm, CNpUYMHEHUMM LOZO Pi3HKUX CUCTEM Opra-
Hi3My nauieHTa.

KoHdpnikT iHTepeciB. ABTopyu 3a3Ha4atoTb Npo Bif-
CYTHICTb KOH(NIKTY iHTEpECIB.

If the aggravation approach is used, which is com-
mon in determining risks in medical practice, then there
should be a significant overestimation of the risk class,
which may not always be justified. For example, the
loss of some data, or the replacement with the data of
another person in an electronic medical file, can quite
objectively lead to a chain of events that will end in a
fatal outcome.

Based on these considerations, almost all software
that is an independent MD and is not classified in con-
junction with any hardware complex can be assigned
to the highest hazard class, which is probably not cor-
rect. Therefore, in our opinion, the classification
according to risk classes of software that is a medical
device, given in Regulation No. 745, requires revision.

Conclusions. A promising direction for developing a
classification for software as MD is the connection of
the risk class with individual body systems (for exam-
ple, central cardiovascular, central nervous or repro-
ductive) according to the classification principle for
other MD, where such contact (in our case, the risk due
to the influence of decisions made by medical person-
nel on these systems) automatically increases the MD
class. This would reduce subjectivity in decision-mak-
ing, more accurately determine the risk class of soft-
ware, and avoid unnecessarily complicating compli-
ance assessment procedures.

Accordingly, the current TR in Ukraine needs to be
finalized, improved and harmonized in accordance with
the current international approaches. Further improve-
ment of the classification of software that is a separate
MD is promising. This is specified in Regulation
No. 745 and depends on the potential risks associated
with possible side effects caused in relation to various
systems of a patient’s body.
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